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Overview
A campus is the highest-level organizational unit within the CollabraSuite® environment
hierarchy. A campus contains buildings, floors, rooms, users, groups, skills, document
types, LDAP settings and XMPP integration. Administrators may create as many
campuses as are necessary for their organization, each with its own set of buildings,
floors, rooms, and users.

The collaborative environment can be administered from the CollabraSuite
Administration application found here:

http://host:port/csuite/ui/admin/

The Campus Summary page is the starting point for accessing and modifying
CollabraSuite campuses. Upon opening the Campus Summary page, administrators will
be presented with a list of campuses. On this page campuses may be added, modified,
or removed. This page is also the starting point for accessing the Campus Details page
which allows administrators to modifying buildings, floors, rooms, and other information
about the campuses. In addition to the Administrator Details section, an Administrator
Navigator section is presented throughout the environment, which allows immediate
access to any campus, building, floor, and room without having to go through each details
page.

Administrators may select a campus to access more administrative options for the
buildings, floors, and rooms within that campus. Tabs at the top of the page allow
administration of any level of the collaborative environment, including campuses,
users, groups, skills, organizations, and document types, LDAP settings, and XMPP
integration.

Figure 1. Campus Summary

Navigating Administration
CollabraSuite Administration may be navigated in three ways, through the navigator,
through the location links above the details section, and through the details section itself.



Overview

2

The navigator is displayed on the left side of the page throughout the environment.
Through this navigator, administrators have direct access to any campus, building, floor,
or room details page without moving through each details page in the details section.
Expanding the root of the tree will display a list of available campuses. Selecting any
campus will display the buildings in that campus, selecting a building will display
the floors in that building, and selecting a floor will display the rooms in that floor.
Administrators may select any of these campuses, buildings, floors, or rooms to display
the details page in the details section.

Once on a summary page, there are paging controls that assist the administrator in finding
and displaying the appropriate items. The paging controls are located directly above each
summary list. The text field accepts input that is used to filter the list of items presented.
All, or any part of the word being used as the filter criteria, is entered in the text field.
Then when the search icon (magnifying glass) is selected, only the items that match the
filter criteria are displayed. It should be noted that filtering is case sensitive. The eraser
icon, directly next to the search icon, will clear the text field of the filtering criteria and
display the original list. At the far left of the paging toolbar are the first, previous, next
and last page icons. These are used to page through then entire list of items.

Adding or editing a campus from the Campus Summary page takes you to the Campus
Details page. Once on the Campus Details page, the Buildings tab will display next to
the Campus tab. The Building tab takes you to the Building Summary page displaying a
list of buildings in that campus. Adding or editing a building then takes you the Building
Details page. In the Building Details page, the Floor tab is displayed next to the Building
tab. The Floor tab takes you to the Floor Summary page displaying a list of floors in that
building. Adding or editing a floor then takes you to the Floor Details page. In the Floor
Details page, the Room tab is displayed next to the Floor tab. The Room tab takes you
to the Room Summary page displaying a list of rooms in that floor. Adding or editing a
room takes you to the Room Details page.

Once inside a details page, you must either save or cancel changes to return to the room,
floor, or building list. Once the list is displayed, you may then select the previous tab
to move backward through the hierarchy. The Navigator also allows immediate access
to previous pages.

In the details section, there are several tabs that will allow you to navigate through
administrative pages, including Users, Groups, Skills, Organizations and Document
Types. Additional configuration can be found under the Advanced tab.

Figure 2. Navigation Bar
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Select a Campus
From the Campus Summary page, you will be able to select any existing campus in order
to access and modify administrative options for the buildings, floors, and rooms within
that campus.

To select a Campus

• Select the campus from the list on the Campus Summary page and click the Edit
button. The Campus Details page will appear.

The Campus Details page will display.

Figure 3. Campus Details
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Campus Administration
Several campuses may be added to the collaborative environment, each with its own
set of buildings, floors, and rooms. Administrators may create as many campuses as are
necessary for their organization, and connections may be created between campuses and
other XMPP servers. From the Campus Summary page, administrators may also delete
existing campuses. All rooms, floors, and buildings within that campus will be deleted.
A campus must always have at least one building, floor, and room. A default building,
floor, and room are created with a campus. These default locations can be renamed if
desired. There must be at least one campus created within the CollabraSuite environment
at all times.

Campus Summary
The Campus Summary page has a list of campuses located in the Campus Name column.
This page is used to select, add, and delete campuses. Selecting a campus and clicking
the Edit button on the Campus Summary page takes you to the Campus Details page for
that campus. From other pages, the Campus Details page may be accessed by clicking
Campus at the top of the details section, or through the navigator. On the Campus Details
page you can update your campus information and access additional levels of detail
where you can make changes to the attributes for campus buildings, floors, and rooms.

To add a new campus

1. On the Campus Summary page, click the New button to access a new Campus
Details page.

2. Complete the campus details.

3. Click the Save button to save the new campus details and return to the campus list.
Changes will not be recorded unless you save.

To add another campus without returning to the Campus Summary page,
click the Save and New button. A new Campus Details page will appear.

To view or modify a campus

1. Select a campus from the Campus Summary page and click the Edit button or select
a campus from the navigator. The Campus Details page will appear.

2. Make changes to campus details as desired.

3. Click the Save button to save your changes.
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To delete a campus

1. On the Campus Summary page, select the campus you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the campus or Cancel to return to the main page.

Figure 4. Campus Summary

Campus Details
The Campus Details page is accessed by adding or editing a campus from the Campus
Summary page, or by selecting a campus from the navigator. The Campus Details page
allows administrators to add, view, or modify campus details. This page also allows
access to additional levels of detail where changes can be made to the attributes for
buildings, floors, and rooms. For further navigation instructions, see the section called
“Navigating Administration” [1].

Details that may be viewed, modified, or added at the campus level are as follows:

• Name: The name of the campus.

• Icon: (Optional) Clicking the Browse button opens an explorer to locate an image file
on your computer that will serve as the icon for the campus.

• Description: (Optional) A description of the campus.

• Enable Auto Account Creation: (Optional) Selecting the checkbox will
automatically create an account in the campus for users when they access the system
for the first time.
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• Hide Unavailable Items: (Optional) Selecting the checkbox prevents users from
seeing floors, rooms, folders and documents that they do not have access to. When
unchecked, users can see that these items exist, but can not view their contents.

• Repository Location: (Optional) The fully qualified path in the server’s filesystem
where the document repository is stored. If not specified, documents are stored in
the database. Changing the repository location of a campus will migrate existing
documents from the database to the filesystem or from the filesystem to the database.

• Age Off: (Optional) Content belonging to this campus that is older than the Age Off
period will be permanently removed from the system. This includes content such as
alerts, documents, folders, pages, posts, presentations, and room sessions. If the Age
Off is empty, content will be retained indefinitely.

• Default Room: The default home room used for newly created user accounts.

• License Key: The software license key.

When creating a new campus, a default evaluation license key will be created
upon saving the campus with an empty license field.

• Presentation Service: The fully qualified path to an Open Office (or LibreOffice)
installation directory on the server. This installation directory must contain
programs/soffice. On Linux, the default installation directory is /usr/
lib64/openoffice or /usr/lib64/libreoffice.

If this field is not populated, users will not be able to use the Presenter
component to present documents.

• Administrators: The list of users permitted to administrate the campus. Campus
administrators can also administer any building, floor and room in the campus. See
the section called “Campus Administrators” [7] for step-by-step instructions on
selecting administrators.
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Figure 5. Campus Details

Campus Administrators
Administrators may assign administrative access to users within the collaborative
environment. This will allow individual users to change campus details, assign user
access, and access other administrative functions to the campus they are assigned. In
addition to the users and groups listed as campus administrators, any user belonging to
the CollabraSuiteAdministrators role may also administer the campus.

To set campus administrators

1. From the Campus Details page, select the arrow button next to Administrators to
view the administrators.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups administrative access or to deny all of the selected users/groups access.
When selecting Groups, check the Require All checkbox to require an administrator
to be a member of all of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted administrative access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.
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Enter text in the filter box and click the Filter icon to filter the list of users
or groups.

6. Select the Save button to save your changes.

Figure 6. Campus Administrators
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Buildings
In each campus there are organizational units called buildings which contain floors and
rooms. From the Campus Details page, the Building tab may be selected to view the
Building Summary page containing a list of buildings in that campus. This page allows
administrators to add new buildings, delete existing buildings, and access the Building
Details page where they may add, view, or modify building information. This page also
allows access to additional levels of detail where changes can be made to the attributes for
floors and rooms. For further navigation instructions, see the section called “Navigating
Administration” [1].

Building Summary
Several buildings may be added to the collaborative environment, each with its own set
of floors and rooms. Administrators may create as many buildings as are necessary for
each campus. Administrators may also delete existing buildings. All floors and rooms
within that building will be deleted. There must be at least one building in a campus.

The Building tab from the Campus Details page accesses the Building Summary page
containing a list of buildings in the campus. This page is used to add, modify and delete
buildings.

To add a new building

1. On the Building Summary page, click the New button to access a new Building
Details page.

2. Complete the building details.

3. Click the Save button to save the new building details and return to the buildings
list. Changes will not be recorded unless you save.

To add another building without returning to the Building Summary page,
click the Save and New button. A new Building Details page will appear.

To view or modify a building

1. Select a building from the Building Summary page and click the Edit button or
select a building from the navigator. The Building Details page will appear.

2. Modify the building details as desired.
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3. Click the Save button to save your changes. Changes will not be recorded unless
you save.

To delete a building

1. On the Building Summary page, select the building you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the building or Cancel to return to the previous page.

Figure 7. Building Summary

Building Details
The Building Details page is accessed from the Building Summary Page. This page is
used to view and modify the Building details as follows:

• Name: The name of the building.

• Icon: (Optional) Clicking the Browse button opens an explorer to locate an image file
on your computer that will serve as the icon for the building.

• Description: (Optional) A description of the building.

• Age Off: (Optional) Content belonging to this building that is older than the Age Off
period will be permanently removed from the system. This includes content such as
alerts, documents, folders, pages, posts, presentations, and room sessions. If the Age
Off is empty, content will be removed according to the campus Age Off setting.

• Administrators: The list of users permitted to administrate the building. Building
administrators can also administer any floor and room in the building. See the section
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called “Building Administrators” [11] for step-by-step instructions on selecting
administrators.

Figure 8. Building Details

Building Administrators
Administrators may assign administrative access to users within the collaborative
environment. This will allow individual users to change building details, assign user
access, and access other administrative functions to the buildings they are assigned.

To set building administrators

1. From the Building Details page, select the arrow button next to Administrators
to view the administrators.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups administrative access or to deny all of the selected users/groups access.
When selecting Groups, check the Require All checkbox to require an administrator
to be a member of all of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted administrative access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.

Enter text in the filter box and click the Filter icon to filter the list of users
or groups.

6. Select the Save button to save your changes.
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Figure 9. Building Administrators



13

Floors
In each building within a campus there are organizational units called floors which
contain rooms. From the Building Details page, the Floor tab may be selected to view
the Floor Summary page containing a list of floors in that floor. This page allows
administrators to add new floors, delete existing floors, and access the Floor Details
page where they may add, view, or modify floor details. This page also allows access
to additional levels of detail where changes can be made to the attributes for rooms. For
further navigation instructions, see the section called “Navigating Administration” [1].

Floor Summary
Several floors may be added to the collaborative environment, each with its own set of
rooms. Administrators may create as many floors as are necessary for their organization.
Administrators may also delete existing floors. All rooms within that floor will be
deleted. There must be at least one floor in a floor.

To add a new floor to a building

1. On the Floor Summary page, click the New button to access a new Floor Details
page.

2. Complete the floor details.

3. Click the Save button to save the new floor details and return to the floors list.
Changes will not be recorded unless you save.

To add another floor without returning to the Floor Summary page, click
the Save and New button. A new Floor Details page will appear.

To view or modify a floor

1. Select a floor from the Floor Summary page and click the Edit button or select a
floor from the navigator. The Floor Details page will appear.

2. Modify the floor details as desired.

3. Click the Save button to save your changes. Changes will not be recorded unless
you save.

To delete a floor

1. On the Floor Summary page, select the floor you wish to delete.
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Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Click OK to delete the floor or Cancel to return to the previous page.

Figure 10. Floor Summary

Floor Details
The Floor Details page is accessed from the Floor Summary Page. This page is used to
view and modify the Floor details as follows:

• Name: The name of the floor.

• Icon: (Optional) Clicking the Browse button opens an explorer to locate an image file
on your computer that will serve as the icon for the floor.

• Description: (Optional) A description of the floor.

• Age Off: (Optional) Content belonging to this floor that is older than the Age Off
period will be permanently removed from the system. This includes content such as
alerts, documents, folders, pages, posts, presentations, and room sessions. If the Age
Off is empty, content will be removed according to the campus and building Age Off
settings.

• Administrators: The list of users permitted to administrate the floor. Floor
administrators can also administer any floor and room in the floor. See the section
called “Floor Administrators” [15] for step-by-step instructions on selecting
administrators.

• AccessList: The list of users and/or groups allowed to access rooms in this floor. See
the section called “Floor Access” [16] for step-by-step instructions for controlling
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who can access the floor. In order to enter a room, users must be on the floor and the
room access list.

Figure 11. Floor Details

Floor Administrators

Administrators may assign administrative access to users within the collaborative
environment. This will allow individual users to change room details, assign user access,
and access other administrative functions to the rooms they are assigned.

To set floor administrators

1. From the Floor Details page, select the arrow button next to Administrators to
view the administrators.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups administrative access or to deny all of the selected users/groups access.
When selecting Groups, check the Require All checkbox to require an administrator
to be a member of all of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted administrative access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.

Enter text in the filter box and click the Filter icon to filter the list of users
or groups.
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6. Select the Save button to save your changes.

Figure 12. Floor Administrators

Floor Access
Administrators may assign access to users in the collaborative environment. Users will
be able to access floors to which they have been granted access, or any floors to which
access has not been denied.

To set floor access

1. From the Floor Details page, select the arrow button next to Access List to view
the access list.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups access or to deny all of the selected users/groups access. When selecting
Groups, check the Require All checkbox to require a user to be a member of all
of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.

Enter text in the filter box and click the Filter button to filter the list of
users or groups.

6. Click the Save button to save your changes.
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Figure 13. Floor Access
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Rooms
In each floor within a building there are organizational units called rooms. From the
Floor Details page, the Room tab may be selected to view the Room Summary page
containing a list of rooms in that floor. This page allows administrators to add new
rooms, delete existing rooms, and access the Room Details page where they may add,
view, or modify room details. For further navigation instructions, see the section called
“Navigating Administration” [1].

Room Summary
Multiple rooms may be added to each floor in the collaborative environment.
Administrators may also delete existing rooms. There must be at least one room in a floor.

To add a new room to a floor

1. From the Floor Details page, select the Room tab to access the Room Summary
page.

2. Click the New button to access a new Room Details page.

3. Complete the room details.

4. Click the Save button to save the new room details and return to the rooms list.
Changes will not be recorded unless you save.

To add another room without returning to the Room Summary page, click
the Save and New button. A new Room Details page will appear.

To view or modify a room

1. Select a room from the Room Summary page and click the Edit button or select a
room from the navigator. The Room Details page will appear.

2. Modify the room details as desired.

3. Click the Save button to save your changes. Changes will not be recorded unless
you save.

To delete a room
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1. On the Room Summary page, select the room you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Click OK to delete the room or Cancel to return to the previous page.

Figure 14. Room Summary

Room Details
The Room Details page is accessed from the Room Summary Page. This page is used to
view and modify the Room details as follows:

• Name: The name of the room.

• Icon: (Optional) Clicking the Browse button opens an explorer to locate an image file
on your computer that will serve as the icon for the room.

• Description: (Optional) A description of the room.

• Lockable: This box may be checked to enable users of this room to lock it so that
additional users cannot enter the room until it is unlocked.

• Age Off: (Optional) Content belonging to this room that is older than the Age Off
period will be permanently removed from the system. This includes content such as
alerts, documents, folders, pages, posts, presentations, and room sessions. If the Age
Off is empty, content will be removed according to the campus, building, and floor
Age Off settings.

• Administrators: The list of users permitted to administrate the room. See the section
called “Room Administrators” [20] for step-by-step instructions on selecting
administrators.
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• AccessList: The list of users and/or groups allowed to access this room. See the section
called “Room Access” [21] for step-by-step instructions for controlling who can
access the room. In order to enter a room, users must be on the room access list.

Figure 15. Room Details

Room Administrators
Administrators may assign administrative access to users within the collaborative
environment. This will allow individual users to change room details, assign user access,
and access other administrative functions to the rooms they are assigned.

To set room administrators

1. From the Room Details page, select the arrow button next to Administrators to
view the administrators.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups administrative access or to deny all of the selected users/groups access.
When selecting Groups, check the Require All checkbox to require an administrator
to be a member of all of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted administrative access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.

Enter text in the filter box and click the Filter icon to filter the list of users
or groups.
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6. Select the Save button to save your changes.

Figure 16. Room Administrators

Room Access
Administrators may assign access to users in the collaborative environment. Users will
be able to access rooms to which they have been granted access, or any rooms to which
access has not been denied.

To set room access

1. From the Room Details page, select the arrow button next to Access List to view
the access list.

2. Select the Users or Groups radio button to view available users or groups.

3. Select the Grant or Deny radio buttons to either grant all of the selected users/
groups access or to deny all of the selected users/groups access. When selecting
Groups, check the Require All checkbox to require a user to be a member of all
of the selected groups.

If you choose to deny all users in the Selected Users/Groups access, all
other unselected users will be granted access.

4. Toggle the Pencil icon to edit the list.

5. Check the checkboxes in the Selected column next to the desired users or groups.

Enter text in the filter box and click the Filter button to filter the list of
users or groups.

6. Click the Save button to save your changes.
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Figure 17. Room Access
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Users
Access to the collaborative environment and specific rooms within a campus is controlled
through the use of unique user identification. Each user added to the environment will
have personal details allowing other users to view contact information and search by user
skills. Administrators can grant users the ability to administrate campus, building, and
room settings. Administrators can also grant or deny users access to any room.

User Summary
The User Summary page, available through the Users tab, enables administrators to add
or delete campus users, or to access the User Details page. The User Details page presents
specific information on each user and allows administrators to modify information.

To add a new user

1. On the User Summary page, click the New button to access a new User Details page.

2. Complete the user details.

3. Click the Save button to save the new user details and return to the user list. Changes
will not be recorded unless you save.

To add another user without returning to the User Summary page, click the
Save and New button. A new User Details page will appear.

To view or modify a user

1. Select a user from the User Summary page and click the Edit button. The User
Details page will appear.

2. Modify the user details as desired.

3. Click the Save button at the bottom of the page to save your changes. Changes will
not be recorded unless you save.

To delete a user

1. On the User Summary page, select the user you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.



Users

24

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the user or Cancel to return to the previous page.

Figure 18. User Summary

User Details
Each user added to the environment will have personal details allowing other users to
view contact information and search by user skills. These skills may be added using the
User Details page. The User Details page is accessed from the User Summary page. This
page is used to view or modify User Information as follows:

• User Login: A simple string of characters with no spaces. Note that this user must
also be created in the security realm of the application server and the username must
be exactly the same in both places.

• Full Name: The user’s first and last name.

• Organization: (Optional) The user’s organizational unit.

• Icon: (Optional) Clicking the Browse button opens an explorer to locate an image file
on your computer that will serve as the icon for the campus.

• Home: The building, floor, and room that will be the default location for this user
when logging into the campus.

• Skill Set: (Optional) See the section called “User Skills” [25] for step-by-step
instructions on selecting the appropriate skills for the selected user.

• XMPPSettings: (Optional) Set to indicate that this user represents an external XMPP
user.

• External XMPP Domain: The XMPP domain used to communicate with the
external user. This is a list of XMPP domains already configured within the Campus.
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An XMPP domain must first be created within the campus in order for a value to
be available in this field.

The user id for XMPP enabled CollabraSuite users must
exactly match the XMPP client username. For example:
andy@host.jabberserver.com

Figure 19. User Details

User Skills
Each user added to the collaborative environment may be assigned a set of skills in the
User Details page. This will allow other users and administrators to view a user's skill
set, or search for user by selected skills.

To set user skills

1. Click on the arrow button next to Skill Set in the User Details page to view the
user’s skills.

2. Toggle the Pencil icon to edit the list.

3. Check the checkboxes in the Selected column next to the desired skills.

Enter text in the filter box and click the Filter icon to filter the list of skills.
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4. Click the Save button in the lower right corner of the page to save changes. Changes
will not be recorded unless you save.

Figure 20. Skill Chooser
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Groups
Users can be combined into groups within a campus. By creating groups, access to
resources can be assigned to the entire group at once, rather than having to add each
individual user.

There is a default group in every campus called the "Everyone" group. It automatically
contains all users in the campus. This "Everyone" group can not be modified or deleted.

Group Summary
The Group Summary page presents a list of each campus group and enables the
administrator to add or delete campus groups. It also allows access to the Group Details
page which enables administrators to view and modify group information.

To add a new group

1. On the Group Summary page, click the New button to access a new Group Details
page.

2. Complete the group details.

3. Click the Save button to save the new group and return to the group list. Changes
will not be recorded unless you save.

To add another group without returning to the Group Summary page, click
the Save and New button. A new Group Details page will appear.

To view or modify a group

1. Select a group from the Group Summary page and click the Edit button. The Group
Details page will appear.

2. Modify the group details as desired.

3. Click the Save button at the bottom of the page to save your changes. Changes will
not be recorded unless you save.

To delete a group

1. On the Group Summary page, select the group you wish to delete.
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Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the group or Cancel to return to the previous page.

Figure 21. Group Summary

Group Details
The Group Details page displays information about a specific group in the collaborative
environment. Group Information that may be added, viewed, or modified is as follows:

• Name: The name of the group.

• Description: (Optional) The description of the group.

• Members: The users and groups that belong to this group. See the section called
“Group Members” [28] for step-by-step instructions on adding and removing users
from a group.

Figure 22. Group Details

Group Members
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Users or groups may be added as members to a group through the Group Details page.
Administrators may add as many users or groups to a group as desired. Users or groups
may belong to multiple groups.

To set group members

1. Click on the arrow button next to Members in the Group Details page to view the
members selection.

2. Select the Users or Groups radio button to view users or groups.

3. Toggle the Pencil icon to edit the list.

4. Check the checkboxes in the Selected column next to the desired members.

Enter text in the filter box and click the Filter icon to filter the list of
members.

5. Click the Save button at the bottom of the page to save changes. Changes will not
be recorded unless you save.

Figure 23. Group Members
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Skills
A list of skills may be added to a campus to allow users to be assigned skills and searched
by skill set.

Skill Summary
The Skill Summary page allows the CollabraSuite Administrator basic functionality such
as the ability to select, add, or remove a skill. Details about each skill may also be added
in the Skill Details page.

To add a new skill

1. On the Skill Summary page, click the New button to access a new Skill Details page.

2. Complete the skill details.

3. Click the Save button to save the new skill and return to the skill list. Changes will
not be recorded unless you save.

To add another skill without returning to the Skill Summary page, click the
Save and New button. A new Skill Details page will appear.

To view or modify a skill

1. Select a skill from the Skill Summary page and click the Edit button. The Skill
Details page will appear.

2. Modify the skill details as desired.

3. Click the Save button at the bottom of the page to save your changes. Changes will
not be recorded unless you save.

To delete a skill

1. On the Skill Summary page, select the skill you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.
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3. Select OK to delete the skill or Cancel to return to the previous page.

Figure 24. Skill Summary

Skill Details
The Skill Details page is accessed from the Skill Summary Page. This page is used to
view and modify the Skill details as follows:

• Name: The name of the skill.

• Description: (Optional) The description of the skill.

Figure 25. Skill Details
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Organizations
Organizations may be added to the campus with specific information and assigned to
users on the User Detail page. The Organization Summary page lists all organizations
within the campus and allows the CollabraSuite administrator basic functionality such
as the ability to select, add, or remove an organization. It also allows access to the
Organization Details page which enables administrators to add details such as name and
description to each organization.

Organization Summary
Organizations may be added or deleted through the Organizations Summary page.
Administrators may add as many organizations as desired.

To add a new organization

1. On the Organization Summary page, click the New button to access a new
Organization Details page.

2. Complete the organization details.

3. Click the Save button to save the new organization and return to the organization
list. Changes will not be recorded unless you save.

To add another organization without returning to the Organization
Summary page, click the Save and New button. A new Organization
Details page will appear.

To view or modify a organization

1. Select a organization from the Organization Summary page and click the Edit
button. The Organization Details page will appear.

2. Modify the organization details as desired.

3. Click the Save button at the bottom of the page to save your changes. Changes will
not be recorded unless you save.

To delete a organization

1. On the Organization Summary page, select the organization you wish to delete.
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Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the organization or Cancel to return to the Organization
Summary page.

Figure 26. Organization Summary

Organization Details
The Organization Details page allows administrators to add, view, or modify details
about organizations within the campus. The Organization Details page is accessed from
the Organization Summary Page. This page is used to view and modify the Organization
details as follows:

• Name: The name of the organization.

• Description: (Optional) The description of the organization.

Figure 27. Organization Details
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Document Types
Document types control the types of documents that can be uploaded to the file cabinets
and briefcases in CollabraSuite. In order for the application to know how to open a
document and which icon to display for a document, a document type must be defined.

There is a default document type in every campus called the "Unknown" document type.
It represents documents whose type is unknown. This "Unknown" document type can
not be modified or deleted.

Document Type Summary
The Document Types Summary page allows the CollabraSuite administrator basic
functionality such as the ability to select, add, or modify a document type. It also provides
access to the Document Types Details page, which presents specific information for each
document type and enables administrators to modify document types.

To add a new document type

1. On the Document Type Summary page, click the New button to access a new
Document Type Details page.

2. Complete the document type details.

3. Click the Save button to save the new document type and return to the document
type list. Changes will not be recorded unless you save.

To add another document type without returning to the Document Type
Summary page, click the Save and New button. A new Document Type
Details page will appear.

To view or modify a document type

1. Select a document type from the Document Type Summary page and click the Edit
button. The Document Type Details page will appear.

2. Modify the document type details as desired.

3. Click the Save button at the bottom of the page to save your changes. Changes will
not be recorded unless you save.

To delete a document type
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1. On the Document Type Summary page, select the document type you wish to delete.

Multiple rows can be selected by clicking on the rows while pressing the
Shift or Control keys.

2. Click the Delete button at the bottom of the page. A confirmation window will
appear.

3. Select OK to delete the document type or Cancel to return to the Document Type
Summary page.

When a document type is deleted, any existing documents of that type
will be converted to the built in Unknown document type. When a new
document type is created, any existing documents with the "Unknown"
document type will automatically be converted to the new document type
if their file extension matches the new document type’s extension.

To add default document types

A new campus is pre-populated with a list of default document types. If these document
types are deleted, they can be automatically re-added. This can also be used to add new
default document types to a campus created from a previous release of CollabraSuite.

• Click on the Add Default button in the toolbar.

Figure 28. Document Type Summary

Document Type Details
Selecting or adding a new document type on the Document Types Summary page will
bring up the Document Type Details page. On this page, administrators may add, view,
or modify document type details. The details that may be added, viewed, or modified
are as follows:

• Name: The name of the document type.
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• Icon: (Optional) Clicking the Browse button will open an explorer to locate the image
file on your computer that will serve as the icon for this document.

• Description: (Optional) The description of the document type.

• Type: Either Link or File. Select Link if the document type will be available when
a user is adding a link to a file cabinet or Briefcase. Select File if the document type
will be available when a user is adding a file to a file cabinet or briefcase.

• Extension: The file extension used by this file type.

• MIME Type: The Mime Type for this type of file. For example the Mime Type for
a plain text file or ".txt" file is "text/plain." If you are unsure of the Mime Type, ask
your system administrator.

• Translatable:: Check this for document types that are textual in nature. CollabraSuite
can be configured to work with a machine translation capability, and this flag allows
documents to be sent to the translation engine when appropriate.

Figure 29. Document Type Details
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LDAP
CollabraSuite user and group information to be synchronized with an external database
via the Lightweight Directory Access Protocol (LDAP) protocol.

LDAP Details
The LDAP Details page is accessed from the LADP tab under the Advanced tab. Each
campus can have one LDAP configured. On this page, administrators may modify the
LDAP details.

Once the Server Information section is filled in, the connection information can
be tested by clicking Test Connection. After the LDAP details are saved, the
synchronization is performed periodically according to the Period setting. The process
can also be run manually at any time by clicking the Synchronize Now button.

The LDAP details that may be modified are as follows:

Server Infomation

• Enabled: Enables/disables the LDAP synchronization.

• Host: The fully-qualified DNS hostname or IP address for the LDAP server.

• Port: The port of the LDAP Server. The standard LDAP port is 389 or 636 for LDAPS.

• Principal: The Distinguished Name (DN) of the account used to authenticate to the
LDAP.

This principal must have the proper permissions to search the LDAP.

• Credential: The password used to authenticate to the LDAP. This field is not required
when using two-way SSL.

• Confirm Credential: Confirm the password typed in the above field. your system
administrator.

• Base DN:: The root DN for the directory that is being synchronized.

• SSL Enabled:: Enables/disables the use of SSL (LDAPS).

• Verify Certificates:: Enables/disables the verifying of certificates during SSL
handshaking.
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This should always be enabled in a production environment.

User Fields

• User DNs: The distinguished name(s) containing the users to be synchronized.
Multiple DNs can be specified by separating them with a comma.

• Object Class: The object class of the users.

• Search Scope: Defines the depth of the search from the User DN. Possible values are:

• Base: that level only

• One: that level and the direct children

• Subtree: that level and all children

User Attribute IDs

• Login Name: The user object class attribute mapped to the user’s login name. (uid)

• Full Name: The user object class attribute mapped to the user’s full name. (cn)

• Organization: The user object class attribute mapped to user’s organization. (o)

• Home Room: The user object class attribute mappted to the user's default room. The
value will be split on "/" to parse the building/floor/room.

• Office Phone: The user object class attribute mapped to user’s office phone.

• Home Phone: The user object class attribute mapped to user’s home phone.

• Mobile Phone: The user object class attribute mapped to user’s mobile phone.

• Office Email: The user object class attribute mapped to user’s office email.

• Home Email: The user object class attribute mapped to user’s home email.

• Last Modified: The user object class attribute that contains the last modified time for
the user entry. This value is used to query for changes since the last synchronization.

Group Fields

• Group DNs: The distinguished name(s) containing the groups to be synchronized.
Multiple DNs can be specified by separating them with a comma.
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• Static Group Object Class: The object class defining the static groups.

• Dynamic Group Object Class: The object class defining the dynamic groups.

• Search Scope: Defines the depth of the search from the User DN. Possible values are:

• Base: that level only

• One: that level and the direct children

• Subtree: that level and all children

Group Attribute IDs

• Name: The group object class attribute mapped to the group’s name.

• Description: The group object class attribute mapped to the group’s description.

• Static Member: The group object class attribute whose value(s) will become members
of the static group.

• Static Group Last Modified: The group object class attribute that contains the last
modified time for the group entry. This value is used to query for changes since the
last synchronization.

• Member URL: The group object class attribute whose value(s) will be evaluated to
determine the members of the dynamic group.

• Dynamic Group Last Modified: The group object class attribute that contains the
last modified time for the group entry. This value is used to query for changes since
the last synchronization.

Synchronization Settings

• Period: How often to synchronize with the LDAP:

• Hourly: Synchronize every hour of every day. The Start Time and Start Day fields
are not used in this case.

• Daily: Synchronize once every day at Start Time. The Start Day field is not used
in this case.

• Weekly: Synchronize once every week at Start Time on Start Day.

• Start Time: The time of day to synchronize.

• Start Day: The day of the week to synchronize.



LDAP

40

• Last Synchronization: The time and status of the last synchronization. Further details
are available by pressing the Details... button.

Figure 30. LDAP Details
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XMPP
The XMPP configuration allows CollabraSuite users to interact with users of other IM
services that support the XMPP protocol. Once configured, users of both CollabraSuite
and other IM services can see each other's presence as well as participate in chat sessions.

XMPP Server
The XMPP Server page is used to configure the connection settings used by
CollabraSuite to listen for XMPP requests. It also allows the administrator to configure
connections to remote XMPP servers.

Each campus can listen for incoming XMPP requests on a single host/port. However, a
campus can connect to multiple remote XMPP servers.

To view or modify the local XMPP settings

1. After selecting a campus, select the XMPP tab and then the Server tab. The XMPP
Server Details page will display.

2. Modify the local XMPP server settings as desired:

• Enabled: Enables/disables the XMPP listener.

• Local Domain Name: The local XMPP domain used by remote XMPP servers
to communicate with CollabraSuite. This must be a valid DNS hostname that
resolves to the CollabraSuite host.

• Listening Address: The local address used to listen for requests. This is useful
for specifying the network interface on a multi-homed machine.

• Listening Port: The local port used to listen for requests. The standard port for
XMPP is 5269.

3. Click the Save button to save the XMPP settings. Changes will not be recorded
unless you save.

Changes to this page may take several minutes to take effect.
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Figure 31. XMPP Server Details

XMPP Remote Connections
Selecting or adding a new Remote Connection will open the XMPP Connection Details.
A Remote Connection allows CollabraSuite to communicate with the remote XMPP
server.

CollabraSuite does not support Server Dialback as a connection method; only TLS is
supported for server to server connections.

When CollabraSuite is deployed in WebLogic, the server certificate presented to
the remote XMPP server is configued in the WebLogic Console under Servers ->
ServerName -> Configuration -> SSL. See the WebLogic Documentation for details
on setting up a server certificate for SSL. In JBoss, the server certificate is configured
with the Java system properties in Table 1, “Java System Properties for JBoss SSL
Configuration” [43] below.

If Verify Certificates is enabled and the remote XMPP server uses a self-signed
certificate, then the self signed certificate must be installed on the CollabraSuite server.
For WebLogic, this is accomplished in the WebLogic Console, under Servers ->
ServerName -> Configuration -> KeyStores. See the WebLogic Documentation for
details on setting up a Custom Identity and Custom Trust keystore configuration. In
JBoss, this is configured by setting the Java system properties in Table 1, “Java System
Properties for JBoss SSL Configuration” [43] below.

When using a self-signed certificate for CollabraSuite, remember to configure the remote
XMPP server to accept self-signed certificates.
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Table 1. Java System Properties for JBoss SSL Configuration

System Property Definition

javax.net.ssl.keyStore Fully qualified path to the
keystore used for presenting server
certificates.

javax.net.ssl.keyStorePassword The keystore password.

csuite.net.ssl.keystoreAlias The keystore alias containing the
server certificate.

csuite.net.ssl.keyPassword The password for the keystore
alias.

javax.net.ssl.trustStore Fully qualified path to the
keystore used for verifying server
certificates.

javax.net.ssl.trustStorePassword The trust keystore password.

Figure 32. Remote XMPP Remote Connection Summary

To view or modify Remote XMPP Connection details

1. Select the Remote Connections tab under the XMPP tab.

2. Select or add a new Remote Connection. The Remote Connection Details will
appear.

3. Modify Remote Connection settings as desired:

• Remote Domain Name: The DNS hostname of the remote XMPP server.

The IP of the remote XMPP server must be resolvable to this hostname
via a reverse DNS lookup or CollabraSuite will refuse the connection
due to security concerns.
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• Remote Conference Domain Name: The DNS hostname of the remote XMPP
conference server.

The IP of the remote XMPP conference server must be resolvable to
this hostname via a reverse DNS lookup or CollabraSuite will refuse the
connection due to security concerns.

• Remote Port: The listening port of the remote XMPP server.

• Description: The description for this Remote Connection.

• Access Group: The CollabraSuite group of users permitted to make outgoing
requests to the remote XMPP server.

• Timeout Minutes: The number of minutes to timeout an idle XMPP connection.
The default of 0 means no timeout.

• Verify Certificates: Enables/disables the verifying of certificates during SSL
handshaking.

This should always be enabled in a production environment.

• Enabled: Enables/disables this Remote Connection.

4. Click the Save button to save your changes. Changes will not be recorded unless
you save.

Figure 33. Remote XMPP Connection Details
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Reports
Administrators may login to the Reports client to access Audit Reports and Performance
Metric Reports. Audit Reports can be used to view information about the usage of
the system. Performance Metric Reports can be used to view information about the
performance of the system. The reports client can be found at:

http://host:port/csuite/ui/reports/

Figure 34. Reports

To run an Audit or a Performance Metric Report

1. Select the type of report you would like to run in the Report Type drop-down list.

2. From the Campus drop-down list, select the campus for which you would like to
run a report.

3. Complete the additional information in the Report Parameters section.

4. Click the Generate Report button to run the report. The Report Results page will
appear.

To Save an Audit or Performance Metric Report

1. Select the type of report you would like to run in the Report Type drop-down list.

2. From the Campus drop-down list, select the campus for which you would like to
run a report.

3. Complete the additional information in the Report Parameters section.

4. Click the Generate Report button to run the report. The Report Results page will
appear.
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5. Click the Save button to export the report results.

AuditReports
Audit Reports can be used to view information about the usage of the system.
Administrators may generate reports from the Reports page. The following reports can
be generated.

User Login Access
The User Login Access Report details user access to the campus during a specified
duration of time. The report renders the following information: user name, login date/
time, logout date/time, and duration of time logged in. The report can be filtered by start
time, end time, and user name.

Unique User Login Access
The Unique User Login Access Report details the unique users that were logged in and
the duration of their login session for a specified start and end time. The report renders the
following information: user name, first login time, last logout time, and duration logged
in. The report can be filtered by start time, end time, and user name.

User Campus Access
The User Campus Access Report details the users that entered a campus, building, floor,
room, and room session for a specified time frame. The report renders the following
information: campus name, building name, floor name, room name, room session ID,
room session entered date/time, room session exited date/time, and duration in room
session. The report can be filtered by start time, end time, user name, room name, and
room session ID.

Room Chat
The Room Chat Report details all chat for a room name for a specified time frame. The
report renders the following information: user name, chat message, and chat message
date. The report can be filtered by start time, end time, and room name.

User Page
The User Page Report details all pages from or to a list of users for a specified time frame.
The report renders the following information: user name, received user name, page, and
page sent date. The report can be filtered by start time, end time, and list of users (from
only, to only, both).
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User Document
The User Document Report details the documents for a given user for a specified time
frame. The report renders the following information: document name, document action
name (create, edit, delete, export, view, copy, modified permissions), and document
action date. The report can be filtered by start time, end time, user name, and document
action name.

Document History
The Document History Report details the history for a given document for a specified
time frame. The report renders the following information: user name, document action
name (create, edit, delete, export, view, copy, modified permissions), and document
action date. The report can be filtered by start time, end time, user name, and document
action name.

Performance Metric Reports
Performance Metric Reports can be used to view information about the performance of
the system. Administrators may generate reports from the Reports page. The following
reports can be generated.

Campus Statistics
The Campus Statistics Report details the number of users, groups, buildings, floors, and
rooms for a given campus. The report renders the following information: number of
users, groups, buildings, floors, and rooms. The report can be filtered by campus name.

User Access Statistics
The User Access Statistics Report details the number of users logged in as well as the
duration that they have been logged in by hour, day, week, month, and year for a specified
time frame. The report renders the following information: number of users, average
duration, and total duration time logged in by hour, day, week, month, and year. The
report can be filtered by start time and end time.

User Room Access Statistics
The User Room Access Statistics Report details the number of users that entered a
campus, building, floor, room, and room session by hour, day, week, month, and year for
a specified time frame. The report renders the following information: number of users,
average duration, and total duration time logged in by hour, day, week, month, and year.
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The report can be filtered by start time and end time, campus name, building name, floor
name, room name, and room session ID.

Room Chat Statistics
The Room Chat Statistics Report displays the number of chat messages for a given room
by hour, day, week, month, and year for a specified time frame. The report renders the
following information: room name, and number of chat messages by hour, day, week,
month, year. The report can be filtered by start time, end time, and room name.

Whiteboard Statistics
The Whiteboard Statistics Report displays the number of whiteboard events for a given
room by hour, day, week, month, and year for a specified time frame. The report renders
the following information: room name, and number of whiteboard events by hour, day,
week, month, and year. The report can be filtered by start time, end time, and room name.

Page Statistics
The Page Statistics Report displays the number of pages by hour, day, week, month, and
year for a specified time frame. The report renders the following information: number
of pages by hour, day, week, month, and year. The report can be filtered by start time,
end time, and user name.

Room Session Statistics
The Room Session Statistics Report displays the number of room sessions and users
entered for a specified time frame. The report renders the following information: room
name, the number of room sessions, the number of whiteboard sessions, the number of
audio conferences, the number of video conferences, and the number of users entered.
The report can be filtered by start time, end time, and room name.
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